Abstract-A procedure is one of the most important elements that should be emphasized when handling any incident related with the cyber world. It is easily forgotten by many organizations, IT administrator and users, especially when dealing with the worms attack. Using the incident response methodology as the basis to build up the STAKCERT framework, the researchers have proposed this novel framework which helps to increase the efficiency in handling worm incident, thus facilitate the process of responding to the worm incident. The STAKCERT framework consists of 2 phases where in phase 1, a novel standard operating procedure in worm detection and analysis have been introduced. In phase 2 of the framework, the worm isolation procedure is inspired by apoptosis. Apoptosis is also known as cell programmed death borrowed from the biology term.
INTRODUCTION
For the past few years, incident response has been seen as one of the most growing and important issues in computer security. Incident is referred as an adverse event that threatens security in computing systems and networks [1] . Incident response is defined as the process that aims to minimize the damage from security incidents and malfunctions, and monitors and learns from such incidents [2] . Nowadays, it is really hard to think about confronting the cyber world incident without integrating with an incident response procedure. With improvements in technology, vulnerabilities in systems or applications can be easily exploited in a second.
There are numerous ways to handle worms' incident. These include keeping anti-virus software updated [3] , the operating system updated with the latest patches [4] , not opening unknown email attachments and never following links that are asking for id and passwords for online banking purpose [5] . Unfortunately, there are still many people that lack the experience or knowledge to detect when their machines are infected by worms [6] . One of the promising approaches that have the potential to be explored is described as the human immune system. One of the specialism within this broad subject is known as apoptosis. Apoptosis is a process that involves human immunology. It is also known as programmed cell death where it has the capability to kill itself once it has killed the intruder. Apoptosis will be explored and integrated within this research.
In this paper, the researchers establish a framework to determine how worm incidents can be controlled and isolated easily by integrating incident response and apoptosis concepts. STAKCERT stands for Starter Kit Computer Emergency Response Team. Once the STAKCERT framework has been established, a system called STAKCERT will be built based on the framework proposed in this research.
II. PREVIOUS WORKS
In previous work by [7] they have proposed a 2 tier model for handling malicious code. The way the model works is by identifying malicious code at the point of entry as first defense and then followed by identifying any malicious code that has bypassed the first defense by using the integration of immunology and epidemiology approach and a distributed database. But there are still drawbacks to this approach. There is the possibility of the worm spreading in the network without detection. According to this paper, the probability of attacks by worm is identified based on the frequency of reporting specific signatures and the degree of the match between substring signatures and the distance of the node where the detection is being computed. It is a great improvement if the worm detector is more specific, as the finer its ability to distinguish between worms that are structurally close to each other, the better it will work.
Other research work by [8] , claimed that the system known as MaiTrak was capable of tracking malware without using any signature base, eliminating the malware and returning it to its prior clean state. The system is capable of detecting the malware without causing an overhead to disk space and run time latency and recovering the PC to its _____________________________ 978-1-4244-4520-2/09/$25.00 ©2009 IEEE original state. Unfortunately to recover to its original state, still human intervention is required that might lead to a wrong recovery point.
In the incident response field, a research conducted by [9] proposed a generic incident response process within a corporate environment. However, research into a combination of worm handling following incidence response is so far scant. It is suggested here that this could greatly improve by detailing the procedure in handling worm incident. A standard operating procedure of worm incident handling can improve the eradicating time by 90% from the traditional way.
Apoptosis provides lots of room for exploration to be implemented or integrated in the computer security field. As research by [10] has already discussed regarding the opportunity for integration of the apoptosis concept in distributed mobile services. Security issues such as how to secure the apoptosis are also discussed in this paper. This paper can be used as the basis to form other security tools. The area surrounding the apoptosis concept seems to be largely under researched in the past. However, in the last two years, this is starting to change. In 2007, HADES system was built by [11] , where one of the methodologies used in the system was the programmed death concept. In this system, agents were primarily used for the communication and have the authority to do repair, regeneration, movement and death (programmed death). This system is totally reliable on the agents existed in the system and flaws might happened due to irregular agent mutation. From a security perspective, a paper by [12] explained how apoptosis can be integrated into computer security. This concept has been used by [13] in producing an intrusion detection system (IDS) using the extrinsic apoptosis. But this paper focused on IDS and how this can be implemented in other security tools.
Based on the previous works discussed in this section, the researchers have conducted an in-depth study and exploration into worm detection and analysis, incident response and apoptosis and make a correlation between these different fields. This has resulted in the development of a framework, known as the STAKCERT framework.
III. PROJECT MOTIVATION
Based on the researchers' past work and observations, there are several motivations that encouraged the production of this research. In term of the incident response perspective, there is still room for improvement. There are few frameworks related to incident response in general [9] , [7] but none explain in details incident response associated with worm attacks. In this research, improvements have been made in the procedure of worm incident response. This paper proposes an improved detection and isolation framework following worm infection in one system known as the STAKCERT system. This system is able to assist and educate end users about computer worms.
IV. OBJECTIVES
The objectives for this research are:
A. To conduct an in-depth study of procedure in handling worms attack and to propose novel standard operating procedure in worm analysis.(Phase 1) From incident response's perspective, the STAKCERT framework is build based on standard operating procedure worm analysis using the Malaysian CERT (MyCERT) procedure [14] . Using this as the basis, a narrow and more detailed standard operating procedure in worm analysis is produced. Compared to a paper published by [9] , the research conducted here builds on this earlier work by developing the incident response aspect of worm infections. For future work, the STAKCERT system will be built based on this framework.
B. To isolate worm infection at host level based on using the apoptosis technique.(Phase 2)
Once the spread of the worm is detected, the step to eliminate any viruses is carried out by integrating with the apoptosis technique. A recent study by [12] shows one of the ways to handle viruses is by using the apoptosis concept. The similarities between apoptosis and networks are clearly explained in this paper. Furthermore, this paper also explains on extrinsic and intrinsic apoptosis. In summary, the concept in apoptosis is the same, where it tends to kill itself whenever it discovers that its own self can cause any danger to other attributes around it. Another paper on the implementation of apoptosis in distributed services has been carried out by [10] , which indicates the potential of exploration of the apoptosis concept.
As from a host level perspective, the proposed elimination technique in this research is by killing itself when it finds that it has been infected. This is done by isolating itself by disallowing services, shutting down server-based applications and locking all unrelated ports. By using these approaches, the infected computer will not spread the worm in a network. A new standardize apoptosis mechanism from a computer security perspective will be introduced for the infected machine which is the combination of intrinsic apoptosis and isolationism [15] .
V. SCOPE
The STAKCERT framework is produced for the use of the end user after the machine has been infected and before the response time. Response time in this research is defined as the help given to the end user before the person in charge to do the eradication comes in (such as the IT personnel, CERT team and anti-virus provider). It is built for windows end points.
The focus of this research is on the windows end point where most of the time it is used by the end user. Windows end point is defined as any system that is running any version of Microsoft Windows operating system from Windows 95 on up [16] . For this research, we defined windows end point as the desktops or laptop that is being used by the end users to create, store, manipulate, search and destroy data and also belongs to a network group. It can be connected or disconnected from the Internet and running any version of the Microsoft Windows operating system from Windows 95 onwards.
Moreover, the end point is seen as one of the weakest link which easily can be exploited by the worm. Based on the survey conducted by the AUSCERT [17] , 14% of the respondents from this survey took no action for their infected machine. Furthermore, this survey also stated that from 70% of the users who updated their anti-virus database, 20% of them still got infected by the malware. Indeed a research study by Panda Labs [18] , showed that out of 37.45% of the tested systems which anti-virus were up-todate, 22.97% still got infected by the malware. There are few assumptions why these end users are still got infected. It might due to delay in delivering update of the anti-virus database or the user simply deny the process to clean up the infection. It is clearly can be seen that sometimes even up to date anti-virus still can miss the new release of the worm. Therefore, a good approach is needed to ensure the end point connect surrounds us is trustworthy and the confidentiality, integrity and availability of the end point are not questionable and free from any worm infection.
VI. METHODOLOGY

A. Process Model of System Development: V-Shaped Model
This research is conducted as quantitative research. The VShaped model has been used as the process model of the system development. It requires the researcher to define the processes involved in system development in detail and incorporates testing during all stages of development. Earlier review and evaluation of requirements in each stage helps to develop any additional requirements and to maintain the quality which is a good approach to generate a quality product.
B. Data set and algorithm used
The data set in this research consists of different types of malware. A different approach has been used in this research where the procedures are well defined by integrating an incident response approach in worm detection and analysis. This dataset has been used as the basis of this research testing. To ensure the robustness and accuracy of the system built, the dataset has been expanded. A retrospective approach has been used for the dataset, where it is the combination of datasets from VxHaven [19] , and Offensive Computing [20] . The methodology used includes the static analysis and dynamic analysis in a controlled lab environment and data mining algorithm known as the Decision Trees (using WEKA software) for STAKCERT Framework phase 1. In phase 2, the apoptosis and isolationism algorithm have been integrated. A detailed flow of the framework is explained within the System Design section.
C. System Testing
For system testing, the researchers' used a test bed in a controlled lab network as a method to test the framework proposed and the system built. The lab architecture is as displayed in Figure 2 . In this lab, the datasets described above were tested. From this testing, the results can easily be measured and any flaws found can be fixed immediately and thus help to improve the quality of the framework and the system. 
VII. FRAMEWORK DESIGN
The following section explains in detail about STAKCERT framework.
A. STAKCERT framework
The STAKCERT system is build based on the framework proposed. The STAKCERT framework involves 2 stages. In the first stage as illustrated in Figure 3 , there are 4 main processes involved which are worm detection, worm analysis, STAKCERT worm classification and data matching. 
VIII. TESTING
A case study using a sample from VXhaven [19] shows some interesting ideas to be pondered. The architecture used for this testing is the same as in Figure 2 , which was conducted in a controlled lab environment. When the researchers' conducted the analysis, there were similarities between a worm that have been released 3 years ago and the current worm by the time this paper was written. Here the researchers would like to emphasize how important the procedures involved in the worm analysis. By using the STAKCERT framework a proper standard has been followed which lead to a comprehensive result. In worm analysis, if only 1 step was missing or not following the procedure, this might lead to doubtful result. The 'chain of custody' of the procedure will be lost and definitely if this case would like to be brought to the court, it will become invalid as the evidence. Following the process in phase 1, some conclusions can be drawn. Below are the findings and conclusion from the testing.
The most challenging part was the cleanup process. The datasets were all in different formats. For this case study, the main aims were to test the effectiveness of the framework by stages. 3 worms which are Backdoor.Win32.Agobot.abf, Backdoor.Win32.Rbot.ayb and Backdoor.Win32.Rbot.bap., were used as the sample set to test the framework for phase 1. Although 3 worms were tested, when using anti-virus to validate the sample, it was surprising to discover these 3 different worms were all identified as W32.Downadup.B. Bear in mind, all of this testing was following based on the procedure in Figure 6 . Further analysis was carried out. When analysis was carried out, the first thing the researchers' noticed was these 3 files were compressed with different compressor. Backdoor.Win32.Agobot.abf was compressed with UPX, Backdoor.Win32.Rbot.ayb and Backdoor.Win32.Rbot.bap both were compressed with Petite v1.0. These files were successfully decompressed. The debugging showed that all of these samples have the same payload which was to act as the backdoor.
During the dynamic analysis, a comparison based on other features which are the infection type, activation, operating algorithms and propagation also were conducted. In STAKCERT worm classification, one of the ways to identify worm is being categorized based on the payload. In STAKCERT worm Classification (referred to Figure 4 ), EDOWA Worm Classification [21] was used as the basis except the refinement and enhancement has been made at the payload categorization. Furthermore, the data matching process was becoming easier when payload is used as the unique key identification. Decision Trees has been used to help the data matching process. Once the data matching process completed, the eradication steps are identified for each worm. Once the eradication steps have been identified, the worm features are clustered together with the eradication steps and the CRC values are extracted and then save in the database in hex format. This completed the processes in Phase 1.
The strong structure of STAKCERT framework makes the worm detection and analysis job easier and more efficient. The most important part is the procedures involved from 'Worm Detection' process until the 'Representation the worm in hex format' process. Once the procedures are structure, the analysis can be carried out easily and efficiently, with less time consuming and the result produced is highly reliable. In computer security especially from incident response's perspective, not even single step should be missed out when handling any incident and it must be followed with the correct procedures. With the experiences and observation used by the researchers' who have involved in incident response specifically the worm incident more than 6 years, it had been identified that procedure is one of the most neglected and forgotten factor by many organizations and end users. Perhaps this novel framework produced can be used as the basis for the organizations and end users in eradicating the worm incident.
The output of STAKCERT framework Phase 1 later is used as the input for STAKCERT framework Phase 2. In STAKCERT framework Phase 2, two main processes involve are the worm isolation and STAKCERT system formation. In worm isolation process, a few challenges have to be taken into consideration as the followings:
a) The threshold value when to trigger the isolation process. b) The implication to the end user machine when the apoptosis takes place. c) The integrity of apoptosis activator from being tampered by other malicious process. Once these challenges have been solved, a STAKCERT system can be formed easily. To test the effectiveness and the robustness of Phase 2, a retrospective dataset has been used which are the combination of different dataset to avoid bias in system identification.
IX. CONCLUSION
Worm is always seen as one of the main threat in cyber world. The STAKCERT framework proposed in this paper is the outcome of the integration between worm, incident response and apoptosis field which are well blended together to produce an efficient worm incident handling framework. This paper is part of a larger research project to confront the worms attack. Ongoing research includes producing STAKCERT system based on the STAKCERT's framework. This framework can be used as the basis for other researcher in the world in malicious code field.
